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Special Scenario

System Management Service (SYS)

(Listening)

(Yes/No)

(Yes/No)

(Yes/No)

Web Client, Control IP add f the PC i Used for Web Client & Control Client User N & RSA2048/SHA25
€0 lent, Lontro acdress orthe P rinMiNg 1192565535 svs SYS IP Address 80 HTTP/WebSocket | oo o v eb HHent & Lontrotiien Yes Yes servame / Yes | Allversions
Client the client access in HTTP protocol Password 6/AES256
Web Client, Control IP address of the PC runnin |Used for Web Client & Control Client User Name &
=0 ) HNMINE 11025-65535svs SYS IP Address 443 [TPS/WebSocket over , ! ' Yes Yes TLS Yes  |V1.1and later
Client the client access in HTTPS protocol Password
Third-Party System Third-Party System IP 1025-65535|SYS SYS IP Address 15300 TCP Used for receiving generic events. Yes Yes None None No V1.1 and later
Third-Party System Third-Party System IP 1025-65535|SYS SYS IP Address 15300 uUDP Used for receiving generic events. Yes Yes None None No V1.1 and later
Used for R te Sit istration t User N &
Remote Site Remote Site IP Address 1025-65535|5YS SYS IP Address 14200 HTTP/HTTPS sedTor Remorte SIte registration to Yes Yes servame AES256 No  |V1.1and later
the Central System. Password
f ivi I f ISUP N &
ISUP Device ISUP Device IP Address 1025-65535|5YS SYS IP Address 7332 TCP Used for receiving alarm from ISU Yes Yes User Name SHA256/AES128 |  Yes  |V1.4and later
devices. Password
Used f ivi I f ISUP User N &
ISUP Device ISUP Device IP Address 1025-65535|SYS SYS IP Address 7334 uUDP SedTorreceiving alarm from Yes Yes serivame SHA256/AES128 | Yes  |V1.4and later
devices. Password
) , Used for receiving registration from User Name &
ISUP Device ISUP Device IP Address 1025-65535(SYS SYS IP Address 7660 TCP . Yes Yes SHA256/AES128 Yes V1.4 and later
ISUP devices. Password
Used f tting st f ISUP S ity Certificat RSA2048/SHA25
Streaming Server Streaming Server IP Address |1025-65535|SYS SYS IP Address 7661 TCP se. or. getiing s.ream rom Yes Yes ecurt y. er. ricate / Yes V1.4 and later
device via Streaming Server. Authentication 6/AES256
3rd Party Devi d
Hrikvi:i:)r\: D:\\/Iilz: " Alarm listen port for third-part User Name & Enable these ports on the Firewall
) ONVIF Device IP Address 1025-65535|SYS SYS IP Address 8087 to 8096 TCP ) P party No No None No All versions |when the devices share a LAN
Accessing the System by devices. Password with the SYS
ONVIF Protocol '
) ) Listener port for listening the alarms
Guid T 1P User N &
Guidance Terminal uidance fermina 1025-65535|SYS SYS IP Address 8686 TCP of guidance Yes Yes seriame SHA256/AES128 Yes V2.1 and later
Address ) Password
terminal.
Used for the pict t fISUP
ISUP Device ISUP Device IP Address 1025-65535|SYS SYS IP Address 6123 HTTP d:jiceir € picture storage o Yes Yes AK & SK None Yes V2.1
L ) . IP Address of Digital Signage ) .
Digital S T I Used for the object st f digital
'81tal SIgNAgE 1erMINaL, |1 o minal, IP Address of PC |1025-65535|sYS SYS IP Address 6203 HTTP secior the object storage ot diglta Yes Yes AK & SK None Yes V2.1
Web Client . ) signage terminals.
Running Client
Si li t f tting inf ti S ity Certificat
Streaming Server Streaming Server IP Address |1025-65535|SYS SYS IP Address 7662 TCP '8naling port tor getiing Information Yes Yes ecurtty Lertificate | nes2s56 No V2.1
of IP speakers. Authentication
IP speaker accessing via |[IP Address of IP speaker Listener port for the registration of IP User Name &
Hikvision private accessing via Hikvision 1025-65535|SYS SYS IP Address 8877 TCP speakers accessing via Hikvision Yes Yes Password MD5 No V2.1
speaker protocol private speaker protocol private speaker protocol.
IP speaker accessing via |IP Address of IP speaker Used for transmitting the audio data User Name &
Hikvision private accessing via Hikvision 1025-65535|SYS SYS IP Address 10015 TCP of IP speakers accessing via Hikvision Yes Yes Password MD5 No V2.1
speaker protocol private speaker protocol private speaker protocol.
Used f lling back the ISUP S ity Certificat RSA2048/SHA25
pStor Server pStor Server IP Address 1025-65535/SYS SYS IP Address 27661 HTTP sec or cafling back the No No ecurity Lertificate / No V2.1
signaling. Authentication 6/AES256
IP Add f Digital Si Used f ding digital si User N &
Digital Signage Terminal aress oTVIgItal SIBNAgE 11025.65535(sys SYS IP Address 6470 TCP Sed Tor tpgracing cigrid’ SIBNage Yes No seriiame None No V2.1
Terminal terminals in version 3.1 or below. Password
IP Add f Digital Si Used f leasi to digital User N &
Digital Signage Terminal .ress orHigital Slignage 1025-65535(SYS SYS IP Address 6471 TCP 'se orre e'f]smg.progra.ms cdigita Yes No serivame None No V2.1
Terminal signage terminals in version 3.1 or Password
IP Add f Digital Si Used f loadi terials to th User N &
Digital Signage Terminal aress ot VIgital SI8NAgE 14025.65535(sys SYS IP Address 9980 HTTP sea for tploading materials to the Yes No seriame None No  |V2.0and later
Terminal server. Password
Streaming Gateway (SG)
Web Client, Control IP add f the PC i IP add fth Used f tting st for live vi S ity Certificat RSA2048/AES25
.e ient, Contro a .resso e PC running 1025-65535|Streaming Gateway a : ress o ?server cg4 RTSP se f)r getting s' ream for live view Yes Ves ecuri y. er.l icate / Yes All versions
Client the client running Streaming Gateway (real-time streaming port). Authentication 6
Web Client, Control IP add f the PC i ) IP add fth Used f tting st for Googl S ity Certificat RSA2048/AES25 .
.e ient, Contro a .ress of the PC running 1025-65535|Streaming Gateway a : ress o feserver 559 WebSocket sed for gfe ing stream _or oogle Yes Yes ecuri y. er.| icate / Yes All versions
Client the client running Streaming Gateway Chrome, Firefox, or Safari. Authentication 6
Web Client, Control IP add f the PC i IP add fth Used f tting st for playback
'e ent, Lontro @ .resso & P running 1025-65535|Streaming Gateway @ ) ress o feserver 10000 TCP S,e o.r gETLING S, ream for piaybac Yes Yes None None Yes All versions
Client the client running Streaming Gateway (video file streaming port).
) ) , IP address of the server Used for getting stream from ISUP
ISUP Device ISUP Device IP Address 1025-65535|Streaming Gateway . . 16000 TCP L ) Yes Yes None None Yes V1.4 and later
running Streaming Gateway device via plugin.
IP fth f tting th fth
sYS SYS IP Address 1025-65535|Streaming Gateway | 200ress of the server 6001 SNMP Used for getting the status of the No No None None Yes All versions
running Streaming Server Streaming Server.
IP add fth Used for editi fi tion f
SYs SYS IP Address 1025-65535|Streaming Gateway | <o coo OF € SETVEr 6678 HTTPS Sedior eciting conmguration Tor No No None None Yes All versions
running Streaming Server Streaming Server.
IP add fth Used f loadi diofiles b
ISUP Device ISUP Device IP Address 1025-65535(|Streaming Gateway @ . ress o (.eserver 16001 TCP se' or Liploading audio fries by Yes Yes None None No V2.1
running Streaming Server device.
Streaming Server (SMS)
Web Client, Control IP add f the PC i IP add fth Used for St ing Service to get S ity Certificat RSA2048/AES25
'e ient, Contro a .resso e PC running 1025-65535|Streaming Server a : ress o gserver 554 RTSP sed for r'eam!ng erV|ce' oge Yes Yes ecuri y' er.l icate / Yes All versions
Client the client running Streaming Server stream for live view (real-time Authentication 6
Web Client, Control IP add f the PC i IP add fth Used f tting st for Googl S ity Certificat RSA2048/AES25
.e ient, Contro a .ress of the PC running 1025-65535|Streaming Server a : ress o .eserver cEg WebSocket sed for gfe ing stream Qr oogle Yes Ves ecuri y. er.l icate / Yes All versions
Client the client running Streaming Server Chrome, Firefox, or Safari. Authentication 6
w li I IP fthe P i P fth f i i
.eb Client, Contro adqress of the PC running 1025-65535|Streaming Server ad.dress of t c.e server 10000 TP Used for Streaming Se.rV|ce t-o get Ves Ves Nonhe Nonhe Ves All versions
Client the client running Streaming Server stream for playback (video file
IP add fth Used f tting st f ISUP
ISUP Device ISUP Device IP Address 1025-65535|Streaming Server @ ) ress o f.eserver 16000 TCP se' or' ge m,g streamirom Yes Yes None None Yes V1.4 and later
running Streaming Server device via plugin.
IP add fth Used f tting the status of th
SYS SYS IP Address 1025-65535|Streaming Server @ . ress o (.eserver 6001 SNMP >¢ o,r getiing the status ot the No No None None Yes All versions
running Streaming Server Streaming Server.
IP fth Li f iceM f
SYS SYS IP Address 1025-65535|Streaming Server adfjress © ? Server 8208 WebSocket over TLS Isten port for Ser.vlc.e anager atter Yes No None None Yes V1.5 and later
running Streaming Server encrypted transmission enabled.
No: The platform can access
IP add fth Used for editi fi ti f the St ing S
sYS SYS IP Address 1025-65535/Streaming Server adaress ot the server 6678 HTTPS sec for eciting configuration o Yes € Streaming Server: iy one None Yes All versions
running Streaming Server Streaming Server. Yes: The platform cannot
access the Streaming Server
IP add fth Used f loadi diofiles b
ISUP Device ISUP Device IP Address 1025-65535|Streaming Gateway | oo coo O tN€ SEIVET 16001 TCP sed for tploading audio files by Yes Yes None None No V2.1
running Streaming Server device.
pStor Service
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6022 TCP Used for applying recording schedule. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6027 TCP Used for writing video data. No Yes AK & SK None Yes V1.4 and later € Por should’be mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6112 TCP Used for uploading data via HTTPS. No Yes AK & SK SSL Yes V1.4 and later € F)or Snauid be mappedor
65535 multi-channel scenes.
1025- Redirecti tf loading dat Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6111 TCP 'e rection port tor uploading data No Yes AK & SK SSL Yes V1.4 and later € F)or Should be mapped tor
65535 via HTTPS. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6041 TCP Used for uploading data via HTTP. No Yes AK & SK None Yes V1.4 and later € F)or should’be mapped for
65535 multi-channel scenes.
1025- Redirecti tf loading dat Th t should b df
N/A N/A pStor Server pStor Server IP Address 6011 TCP .e rection port tor uploading data No Yes AK & SK None Yes V1.4 and later € Por >hauid be mappedor
65535 via HTTP. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6114 TCP Used for downloading data via HTTPS. No Yes AK & SK SSL Yes V1.4 and later € r?or Should be mapped tor
65535 multi-channel scenes.
1025- Redirection port for downloading The port should be mapped for
N/A N/A Stor S Stor S IP Add 6113 TCP N Y AK & SK SSL Y V1.4 and lat
/ / 65535 pStor server potor server ress data via HTTPS. ° es es and fater multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6040 TCP Used for downloading data via HTTP. No Yes AK & SK None Yes V1.4 and later € Por shouldbe mapped for
65535 multi-channel scenes.
1025- Redirecti t for d loadi Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6120 TCP € |re_c on port for downioading No Yes AK & SK None Yes V1.4 and later € F)or Shouid be mappedtor
65535 data via HTTP. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6045 TCP Used for transmitting object data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6037 TCP Used for transmitting video data. No Yes AK & SK None Yes V1.4 and later € F)or should’be mapped for
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6036 TCP Used for transmitting video data. No Yes AK & SK None Yes V1.4 and later € F)or >nauid be mappedor
65535 multi-channel scenes.
1025- Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6060 TCP Used for transmitting web data. No Yes AK & SK None Yes V1.4 and later € r?or Should be mapped tor
65535 multi-channel scenes.
1025- Used for playi dia data f Th t should b df
N/A N/A pStor Server pStor Server IP Address 6098 TCP seciorp aylng media data from No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 Stream Media Server. multi-channel scenes.
1025- The port should be mapped for
N/A N/A pStor Server pStor Server IP Address 6042 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later p y PP
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6038 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € r?or Shouid be mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6044 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6039 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped for
65535 multi-channel scenes.
1025- Used fort itting RESTful data of Th t should b df
N/A N/A pStor Server pStor Server IP Address 6046 TCP S? or transmitting utdatao No Yes AK & SK None Yes V1.4 and later € F)or Should be mapped tor
65535 object storage. multi-channel scenes.
1025- C icati t for object Th t should b df
N/A N/A pStor Server pStor Server IP Address 6201 TCP ommunication port tor objec No Yes AK & SK None Yes V1.4 and later € r?or Shouldbe mappedtor
65535 storage. multi-channel scenes.
1025- User N & Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6021 TCP Used for login. No Yes serivame None Yes V1.4 and later € F)or Should be mapped Tor
65535 Password multi-channel scenes.
pStor Cluster Service
IP address of the PC runnin IP address of the server Used for accessing pStor Cluster User Name &
Web Client ) 8 1025-65535|pStor Cluster Service ) ) 9012 HTTP Service via the web browser such as No No RSA Yes V1.6 and later
the client running pStor Cluster Service ) Password
IE, Chrome, Firefox, etc.
Web Client, Control IP add f the PC i IP add fth Signali t t used f
b Hilent, Lontro adaress otthe FL-TUNNING 1 1575_65535|pStor Cluster Service | oo oo OF e SErver 6300 HTTP '8Naling gateway port tsed for No No AK & SK HMAC/SHA256 Yes  |V1.6and later
Client the client running pStor Cluster Service accessing pStor Cluster Service from
OpenAPI
IP Add f Third-Part IP add f the PC i Used for third-part t i
Third-Party Integration rgss ot third-rarty 1025-65535|0penAPI Service aaaress o ) € P running 443 HTTPS sea for third-party system accessing Yes Yes AK & SK SHA256 Yes V1.5 and later
Integration OpenAPI Service OpenAPI.
P fthe P i Li f ice M
sYS SYS IP Address 1025-65535|0penAPI Service address of the PC running 8208 | WebSocket over TLg | -Stener portfor Service Manager No No None None Yes  |V1.5and later

OpenAPI Service

after encrypted transmission enabled.




