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Special Scenario

System Management Service (SYS)

(Listening)

(Yes/No)

(Yes/No)

(Yes/No)

Web Client, Control IP add f the PC i Used for Web Client & Control Client U N & RSA2048/SHA25
b Hilent, Lontro adaress ot the FLTunniNg 157565535 |sys SYS IP Address 80 HTTP/WebSocket |~ oo o tveb Hlient & Lontrotthien Yes Yes serame / Yes All versions
Client the client access in HTTP protocol Password 6/AES256
Web Client, Control IP add fthe PC i {Used for Web Client & Control Client User N &
b Hient, Lontro adaress ot the FLTUnniNg 1 1575.65535|sys SYS IP Address 443 [TPS/WebSocket over{ o O "repient & LONroTLlen Yes Yes serame TLS Yes  |V1.1and later
Client the client access in HTTPS protocol Password
Third-Party System Third-Party System IP 1025-65535|SYS SYS IP Address 15300 TCP Used for receiving generic events. Yes Yes None None No V1.1 and later
Third-Party System Third-Party System IP 1025-65535|SYS SYS IP Address 15300 uUDP Used for receiving generic events. Yes Yes None None No V1.1 and later
Used for R te Sit istration t U N &
Remote Site Remote Site IP Address 1025-65535|5YS SYS IP Address 14200 HTTP/HTTPS sedTor Remorte SIte registration to Yes Yes servame AES256 No  |V1.1and later
the Central System. Password
f ivi I f ISUP N &
ISUP Device ISUP Device IP Address 1025-65535|5YS SYS IP Address 7332 TCP Used for receiving alarm from ISU Yes Yes User Name SHA256/AES128 |  Yes  |V1.4and later
devices. Password
Used f ivi I f ISUP U N &
ISUP Device ISUP Device IP Address 1025-65535|5YS SYS IP Address 7334 UDP Sed Torrecelving atarm trom Yes Yes serame SHA256/AES128 |  Yes |V1.4and later
devices. Password
) , Used for receiving registration from User Name &
ISUP Device ISUP Device IP Address 1025-65535(SYS SYS IP Address 7660 TCP . Yes Yes SHA256/AES128 Yes V1.4 and later
ISUP devices. Password
Used f tti t f ISUP S ity Certificat RSA2048/SHA25
Streaming Server Streaming Server IP Address |1025-65535|SYS SYS IP Address 7661 TCP se. or. getiing s.ream rom Yes Yes ecurt y. er. ricate / Yes V1.4 and later
device via Streaming Server. Authentication 6/AES256
3rd Party Devices and
Hikvision Devices Enable these ports on the Firewall
0 Network Vid Al list t for third-part User N &
Accessing the System by pen e wor' 'caeo 1025-65535|SYS SYS IP Address 8087 to 8096 TCP ar'm Isten port for third-party No No serivame None No All versions |when the devices share a LAN
i Interface Device IP Address devices. Password )
Open Network Video with the SYS.
Interface Protocol
i ) Listener port for listening the alarms
Guid T [ 1P User N &
Guidance Terminal uidance fermina 1025-65535|SYS SYS IP Address 8686 TCP of guidance Yes Yes serivame SHA256/AES128 | Yes  |v2.1and later
Address ) Password
terminal.
Used for the pict t fISUP
ISUP Device ISUP Device IP Address 1025-65535SYS SYS IP Address 6123 HTTP d:ice:r © picture storage 0 Yes Yes AK & SK None Yes V2.1
. . . IP Address of Digital Signage
Digital Signage Terminal, ) i
Web Client Terminal, IP Address of PC |{1025-65535|SYS SYS IP Address 6203 HTTP Used for the object storage. Yes Yes AK & SK None Yes V2.1
Running Client
Si li tf tting inf ti S ity Certificat
Streaming Server Streaming Server IP Address |1025-65535|SYS SYS IP Address 7662 TCP 'gnaling port Tor getiing information Yes Yes ecur! y' er. ricate AES256 No V2.1
of IP speakers. Authentication
IP speaker accessing via |IP Address of IP speaker Listener port for the registration of IP User Name &
Hikvision private accessing via Hikvision 1025-65535|SYS SYS IP Address 8877 TCP speakers accessing via Hikvision Yes Yes Password MD5 No V2.1
speaker protocol private speaker protocol private speaker protocol.
IP speaker accessing via |IP Address of IP speaker Used for transmitting the audio data User Name &
Hikvision private accessing via Hikvision 1025-65535|SYS SYS IP Address 10015 TCP of IP speakers accessing via Hikvision Yes Yes Password MD5 No V2.1
speaker protocol private speaker protocol private speaker protocol.
Used f lling back the ISUP S ity Certificat RSA2048/SHA25
pStor Server pStor Server IP Address 1025-65535|SYS SYS IP Address 27661 HTTP sed tor cafling back the No No ecurity Lertificate / No V2.1
signaling. Authentication 6/AES256
IP Add f Digital Si Used f ding digital si User N &
Digital Signage Terminal aress O DIBItal SI8NAge |1 025-65535|sys SYS IP Address 6470 TCP sed Tor lipgrading digital signage Yes No serivame None No V2.1
Terminal terminals in version 3.1 or below. Password
IP Add f Digital Si Used f leasi to digital User N &
Digital Signage Terminal Aress oTLIBItal SI8Nage |1 025.65535|sys SYS IP Address 6471 TCP Sed TOr releasing programs to digiia Yes No serivame None No V2.1
Terminal signage terminals in version 3.1 or Password
IP Add f Digital Si Used f loadi terials to th User N &
Digital Signage Terminal .ress origital Slgnage 1025-65535(SYS SYS IP Address 9980 HTTP Sed Tor Liploading materials to the Yes No serivame None No V2.0 and later
Terminal server. Password
IP Add f Third-Part
Third-Party System Systerr:ess ot third-rarty 1025-65535|SYS SYS IP Address 15310 HTTP Used for receiving generic events. Yes Yes None None No V2.2 and later
IP Address of Third-Part
Third-Party System System " vy 1025-65535|SYS SYS IP Address 15443 HTTPS Used for receiving generic events. Yes Yes None None No V2.2 and later
Used for t fering fil ith devi User N &
ISUP Device IP Address of ISUP Device ~ |1025-65535|SYS SYS IP Address 8555 TCP Sed Tor transtering fies with devices Yes Yes servame SHA256/AES128 |  Yes  |V2.2and later
and downloading pictures from Password
IP Add f St i Used for t feri dio fil S ity Certificat
Streaming Server ress of streaming 1025-65535|SYS SYS IP Address 7664 TCP sea foritranstering audio 1ies No No ecurtty Lertificate | \rs2s6 No  |V2.2and later
Server between the streaming server and the Authentication
Streaming Gateway (SG)
Web Client, Control IP add f the PC i IP add fth Used f tti t for li i S ity Certificat RSA2048/AES25
.e ient, Contro a .resso e PC running 1025-65535|Streaming Gateway a : ress o (.eserver c54 RTSP se .or getting s' ream for live view Yes Yes ecuri y. er.l icate / Yes All versions
Client the client running Streaming Gateway (real-time streaming port). Authentication 6
Web Client, Control IP f the PC i IP fth f tti f I ity Certifi RSA2048/AES2
.Eb ent, Lontro adc.iress ot the FL rinning 1025-65535|Streaming Gateway ad.dress © (.eserver 559 WebSocket Used for g? ting stream Pr Google Yes Yes Securlty. er.tl Icate SA2048/AES25 Yes All versions
Client the client running Streaming Gateway Chrome, Firefox, or Safari. Authentication 6
Web Client, Control IP add f the PC i ) IP add fth Used f tting st for playback )
€0 Hent, Lontro acdress ot the FL TUNNINg |1 025-65535Streaming Gateway | 2oc oo OF te server 10000 TCP sea for getting stréam for playbac Yes Yes None None Yes | Allversions
Client the client running Streaming Gateway (video file streaming port).
IP add f th Used f tti t f ISUP
ISUP Device ISUP Device IP Address 1025-65535|Streaming Gateway @ ) ress o feserver 16000 TCP se' or' ge m,g streamirom Yes Yes None None Yes V1.4 and later
running Streaming Gateway device via plugin.
IP add fth Used f tting the status of th
sYS SYS IP Address 1025-65535|Streaming Gateway | oo coo OF tN€ SEIVET 6001 SNMP sec for getting the status of the No No None None Yes All versions
running Streaming Gateway Streaming Server.
P fth f iti fi ion f
sYS SYS IP Address 1025-65535|Streaming Gateway | 200ress of the server 6678 HTTPS Used for editing configuration for No No None None Yes All versions
running Streaming Gateway Streaming Server.
IP add fth Used f loadi diofiles b
ISUP Device IP Address of ISUP Device 1025-65535|Streaming Gateway @ ) ress o f'eserver 16001 TCP se' or Liploading audio fries by Yes Yes None None No V2.1
running Streaming Gateway device.
IP add fth
ISUP Device IP Address of ISUP Device 1025-65535|Streaming Gateway @ . ress o (.e Server 16003 TCP Broadcasting port for pushing audio Yes Yes None None Yes V2.2 and later
running Streaming Gateway
Streaming Server (SMS)
Web Client, Control IP add fthe PC i IP add f the St i Used for St ing Service t t S ity Certificat RSA2048/AES25
'e ient, Contro a .ress of the PC running 1025-65535|Streaming Server address of the Streaming 554 RTSP sed for r-eam!ng erV|ce. oge Yes Yes ecuri y' er. ificate / Yes All versions
Client the client Server stream for live view (real-time Authentication 6
Web Client, Control IP add f the PC i IP add f the St i Used f tti t for G I S ity Certificat RSA2048/AES25
.e ient, Contro a .ress of the PC running 1025-65535|Streaming Server address of the Streaming ccq WebSocket sed for gfe ing stream f)r oogle Ves Ves ecuri y. er.l icate / Yes All versions
Client the client Server Chrome, Firefox, or Safari. Authentication 6
Web Client, Control IP add f the PC i ) IP add f the St i Used for St ing Service to get .
.e ent, Lontro @ .ress oTthe FL running 1025-65535|Streaming Server adaress orthe Streaming 10000 TCP sedforstreaming e.rV|ce _0 ge Yes Yes None None Yes All versions
Client the client Server stream for playback (video file
IP add f the St i Used f tti t f ISUP
ISUP Device ISUP Device IP Address 1025-65535|Streaming Server address otthe Streaming 16000 TCP se' or' ge m,g streamirom Yes Yes None None Yes V1.4 and later
Server device via plugin.
IP add f the St i Used f tting the status of th
sYS SYS IP Address 1025-65535/Streaming Server adaress ot the streaming 6001 SNMP sec for getting the status of the No No None None Yes All versions
Server Streaming Server.
IP fth i Li f iceM f
sYs SYS IP Address 1025-65535/|Streaming Server address of the Streaming 8208 | WebSocket over TLs | ->ten port for Service Manager after Yes No None None Yes  |V1.5and later
Server encrypted transmission enabled.
No: The platform can access
IP fth i f iti fi i f h i
SYS SYS IP Address 1025-65535|Streaming Server address of the Streaming 6678 HTTPS Used o.r editing configuration o Yes the Streaming Server None None Yes All versions
Server Streaming Server. Yes: The platform cannot
access the Streaming Server
pStor Service
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6022 TCP Used for applying recording schedule. No Yes AK & SK None Yes V1.4 and later € F)or Should be mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6027 TCP Used for writing video data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6112 TCP Used for uploading data via HTTPS. No Yes AK & SK ssL Yes  |V1.4andlater| ' POTtSNOUIGDEMAPPECTOr
65535 multi-channel scenes.
1025- Redirecti tf loading dat Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6111 TCP 'e rection port tor uploading data No Yes AK & SK SSL Yes V1.4 and later € r?or Shouid be mapped tor
65535 via HTTPS. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6041 TCP Used for uploading data via HTTP. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Redirecti f loadi Th houl f
N/A N/A 025 pStor Server pStor Server IP Address 6011 TCP .edlrectlon port for uploading data No Yes AK & SK None Yes V1.4 and later € Port should be mapped for
65535 via HTTP. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6114 TCP Used for downloading data via HTTPS. No Yes AK & SK SSL Yes V1.4 and later € F)or Snouid be mapped tor
65535 multi-channel scenes.
1025- Redirection port for downloading The port should be mapped for
N/A N/A Stor S Stor S IP Add 6113 TCP N Y AK & SK SSL Y V1.4 and lat
/ / 65535 pator Server potor server ress data via HTTPS. © es es andater multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6040 TCP Used for downloading data via HTTP. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Redirecti t for d loadi Th t should b df
SYs SYS IP Address pStor Server pStor Server IP Address 6120 TCP bl No Yes AK & SK None Yes  |V1.4andlater| ' POTtSNOUIGDEMAPPECTOr
65535 data via HTTP. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6045 TCP Used for transmitting object data. No Yes AK & SK None Yes V1.4 and later € r?or Shouid be mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6037 TCP Used for transmitting video data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6036 TCP Used for transmitting video data. No Yes AK & SK None Yes V1.4 and later € Por shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6060 TCP Used for transmitting web data. No Yes AK & SK None Yes V1.4 and later € F)or Snouid be mapped tor
65535 multi-channel scenes.
1025- Used for playi dia data f Th t should b df
N/A N/A pStor Server pStor Server IP Address 6098 TCP >edtorp aY|ng media data trom No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 Stream Media Server. multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6042 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € F)or should be mapped Tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6038 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € Por >aId be mappedor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6044 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Th t should b df
N/A N/A pStor Server pStor Server IP Address 6039 TCP Used for forwarding storage data. No Yes AK & SK None Yes V1.4 and later € F)or shouldbe mapped tor
65535 multi-channel scenes.
1025- Used fort itting RESTful data of Th t should b df
N/A N/A pStor Server pStor Server IP Address 6046 TCP S? ortransmitting utdatao No Yes AK & SK None Yes V1.4 and later € Por should be mappedtor
65535 object storage. multi-channel scenes.
1025- C icati t for object Th t should b df
N/A N/A pStor Server pStor Server IP Address 6201 TCP ommunication port tor objec No Yes AK & SK None Yes V1.4 and later € E)or Shouldbe mapped or
65535 storage. multi-channel scenes.
1025- User N & Th t should b df
SYS SYS IP Address pStor Server pStor Server IP Address 6021 TCP Used for login. No Yes serivame None Yes V1.4 and later € F)or Should be mapped tor
65535 Password multi-channel scenes.
pStor Cluster Service
) Used for accessing pStor Cluster
IP add fthe PC IP add f th U N &
Web Client @ .ress otthe FL running 1025-65535|pStor Cluster Service @ ) ress orthe server i 9012 HTTP Service via the web browser such as No No serivame RSA Yes V1.6 and later
the client running pStor Cluster Service ) Password
IE, Chrome, Firefox, etc.
Web Client, Control IP add f the PC i IP add fth Signali t t used f
b Hilent, Lontro adaress ot the FL-TUNNINg 1 1 575_65535|pStor Cluster Service | oo oo O e SErver 6300 HTTP '8NalINg gateway port tsed for No No AK & SK HMAC/SHA256 Yes  |V1.6and later
Client the client running pStor Cluster Service accessing pStor Cluster Service from
OpenAPI
IP Add f Third-Part IP add f the PC i Used for third-part t i
Third-Party Integration re.ss ot third-rarty 1025-65535|0penAPI Service aaaress o ) € P running 443 HTTPS sed for third-party system accessing Yes Yes AK & SK SHA256 Yes V1.5 and later
Integration OpenAPI Service OpenAPI.
IP add f the PC i List t for Service M
sYS SYS IP Address 1025-65535|0penAPI Service acdress ot the FL running 8208 | WebSocket over TLS | cner Porttor service ianager No No None None Yes  |V1.5and later
OpenAPI Service after encrypted transmission enabled.
BeeAgent
Used for BeeAgent service
Ip Address of BeeAgent ) )
BeeAgent Server In SYS Server In SYS 1025-65535|BeeAgent Server in Da|IP Address of BeeAgent Server 9208 WebSocket management in database to No Yes SK None Yes V2.2
communicate with BeeAgent service
Postgres
Postgres Server [IP address of Postgres Server |1025-65535|N/A [N/A 5432 | TCP IN/A IN/A IN/A IN/A IN/A [N/A IN/A




