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W DS-7716NI-14/16P
Version: v3.4.921 build 171226
Date: December 26, 2017

e Update
- Supports new serial number rule: serial numbers that include English characters and numbers, same as
baseline.
e Bug Fixes

- Fixed the bug that caused the device to reboot after connection to Hik-Central.
- Fixed two-way audio issue.

- Changed FW version number to distinguish from U.S. baseline. 3.4.2 = 3.4.2xx, 3.3.6 = 3.3.6xx, 3.1.12 -
3.1.12x

- Removed HiIDDNS and IP server
- HIK-Connect update, same as US baseline
- Default disable UPnP and HIK-Connect

- Changed advanced security mode mechanism: If user enabled HIK-Connect and set ASM mode to high, HIK-
Connect status would remain

- |-View Now modification

* Removed UPnP report password, same as US baseline.
*  Fixed E-mail reporting with SSL issue.

*  Fixed E-mail server unable to receive e-mail reporting issue.
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B DS-7716NI-14/16P
Version: v3.4.2 build 161021 (Beta Version)
Date: October 21, 2016

e Updates
- Supports ISAPI/Event/notification/alertStream
- Disabled Basic authorization and RTSP Basic authorization
- Enabled RTSP
- Encrypted all account sensitive information
- Removed “Enable RTSP Streaming” and "Enable HTTP Basic Authorization” option in Advanced Security Mode
- Supports TLS protocol
- Supports several features required by |-View Now
*  UPNP reporting
NOTE: Password for UPnP reporting is iview123

Configuration

General Platform Access DDNS Email SNMP ‘NAT' More Settings
Enable UPnP
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*  Soft trigger URL

o http://x.x.x.x/PSIA/System/IO/inputs/triggers/n
o http:/Ixx.xX/ISAPI/System/IO/inputs/triggers/n
*  Supports ISAPI/Event/notification/alertStream

e Bug Fixes

- Base64 Encoded Authentication stored in browser as JavaScript Variable g_oWebSession.getltem(Userlnfo)(
#1 in tab of DVR issue). Disabled RTSP streaming in advanced security mode.

- Clear-Text Password visible on Account Creation and/or password change (#2 in tab of DVR issue).
- jQuery version 1.7.1 is Known for being vulnerable to class selector XSS attacks (#3 in tab of DVR issue).

- RTSP uses HTTP Basic Authorization (#5 in tab of DVR issue). Disabled HTTP Basic Authorization in
advanced security mode.
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- WebComponent Plugin — Internal IP address/MAC address disclosure (#7 in tab of DVR issue). Disabled Web
Component in advanced security mode.

- WebComponent Plugin — User’s Local Home Path Disclosure (#8 in tab of DVR issue). Disabled Web
Component in advanced security mode.

- WebComponent Plugin — Allows file uploads by file name (#9 in tab of DVR issue). Disabled Web Component
in advanced security mode.

- WebComponent Plugin — HWP_StartDownloadEx() Has Directory Traversal Issue in the Filename Parameter
(#10 in tab of DVR issue). Disabled Web Component in advanced security mode.

- WebComponent Plugin — Drive-By-Download Attacks Possible Via HWP_StartDownloadEXx() (#11 in tab of
DVR issue). Disabled Web Component in advanced security mode.

- Exported Config File Uses Weak Encryption (#12 in tab of DVR issue).
- |PC Config Export is XLS file with clear-text passwords (#13 in tab of DVR issue).

- Management Port 8000 is vulnerable to session hijacking (#14 in tab of DVR issue). Disabled HTTP Basic
Authorization in advanced security mode.
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